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N The Presenters

Jim Gerken
Nsure ldentity Manager Lead - Novacoast, Inc.
Mostly does Identity Manager - DirXML these days.

Rick Meredith
Developer: Nsure Audit Team - Novell, Inc.
iManager plugins, Platform Agent, java channels

Chris Steipp
Developer - Novacoast, Inc.
Various and Sundry programming projects around Nsure
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N Nsure Audit Components

Instrumentation

- Push code

- Most Familiar With Application
Platform Agent

- Secure Transmission

- Caching
Secure Logging Host

- Signing and Chaining - Non-Repudiation
Data Store

- Reporting Data - Application Specific
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N Reasons to Instrument an Application

Systems Administration Tool

- Notification Engine

- Administration Logging/Trending
Security Tool

- Audit Trail

- Compliance Documentation
Data Integrity Tool

- System Level Data Tracking

- Process Flow Tracking

4 © April 25, 2005 Novell Inc. N Ove I I



-
N Design Choices

What functions can be instrumented?
Re-utilize existing instrumentation?
What platform to use?

Java or Native?

Is Data Properly Sized?

Can Data be Normalized?
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N Design Process for NNASyslog....

Client Requirements

- Audit events from Windows Servers, Active Directory, Network
Infrastructure, Unix Operating Systems, in Addition to eDirectory,
Netware, and ldentity Manager

- Audit events for Security Department
- Medical Organization - HIPAA Compliance

Common Thread? - None
Instrumenting Eight Systems - None of Which Are Open
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N Design Process for NNASyslog....

Syslog!
- Native to Unix
- Native to Network Infrastructure
- Syslog Instrumentation For Windows Exists
- Flexible and Easy To Instrument
Issues
- Data not Normalized
- Heavy Use of Text Strings

- Clear Text Transmission
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N Design Process for NNASyslog....

Platform Choices

O Windows - ugh!

......

How Should Data Flow?
How to Implement?

Where is Data Stored? - Attribute Mapping
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Implementation of NNASyslog - Layout

Secure
Communication

Secure Logging Server
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N Implementation of NNASyslog - Design

Decide on your Application ID

e Get one from Novell
e Use FFFO-FFFF

Compile List of Events

* This will eventually be your .lsc file

External vs. Embedded Keys

* |s Non-Repudiation Unnecessary?
* |s Non-Repudiation Optional?
* |s Non-Repudiation Required?

Caching vs. Non-Caching
* Dangers to Both!
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N Implementation of NNASyslog - Coding

#i ncl ude <l ogevent. h>

unsi gned char *PKey = {
R BEG N RSA PRI VATE KEY- - - - - \r\n"
"M | BOM BAAJBALDEj / +zM Q6WCAdW1YQV awe YEW OgTHW X6t gvA47G bUXDKY\ r\ n*
"1 mO8j qGnFTP2ZB2NVDMY +vz 8i pKt kcv7WRO8CAWEAAQIAf M 4e6MTUO QY Tyl 1CYX\ r\ n"
"] k34qaN9l 2TzbpUm f Fnvt wSwiLt hbsokqt LI 2hP7GcDWP1QG JbQQOTaZHnrtj or B\ r\ n"
" KQ hANSE3CPI VORKppVaDl hW ECGGcLvj 4(633pWkNA) j 341 Al EAOcvbur qOnt sL\ r\ n"
" 2BT/ @B7ZF/ 6ds| ZcRkn3f pSPF2Xg02MCl QDSVWK4duS8Bh5t pl KCIF3Y5qYHgx7zQ r\ n*
" VRMANRI 6y9+KdQ gHBF7wQBzwnZARwWshl1lcl BVnFBLNRxFHt 5Hs YLbJ+FYECI QC5\ r\ n*
"T7TQSTIt 9T2J8Ye9cULf 1+hsYdBUOYT 51 PUt gj ORahNA==\r\ n"
R END RSA PRI VATE KEY- - - - - \r\n"
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N Implementation of NNASyslog - Coding

12

LOGHANDLE handl e;

unsi gned | ong LogError;
unsi gned char Cert Pat h[ _MAX PATH+1];
unsi gned char PkeyPat h[ _MAX PATH+1] ;

/'l Get Handle to the Platform Agent
Handl e=LogOpen( Cert Pat h, PKeyPath, LE FI LE CREDENTI ALS|

LE SI GNED_CHAI N| LE_NO CACHI NG, &lLogError);

/] or
Handl e=LogOpen( Cert Pat h, PKeyPath, LE FILE CREDENTI ALS]|

LE SI GNED_CHAIN, &LogError);

/] or
Handl e=LogOpen(Cert, PKey, LE SI GNED CHAI N, &LogError);

/'l Log the Event
LogEvent Ext (Handl e, conponent, EventlDLog, |og level, 1, O,
OigHost,0, O, O, O, (unsigned char *)Host, ShortMessage, 0, Seq,
0, 0, MME_TEXT_PLAIN, ndx-2, theMessage+2)
/'] or
LogEvent Di rect (Handl e, conponent, Eventl DLog,

LogCl ose( Handl e) ;
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N Reporting Issues

Explore the Raw Data
Explore Data as Stored
How to set Notification Criteria

How to Report on Data

Novell
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N Summary

Know your Application and Data
Pick your Platform and Language Properly

Normalize Data for Easy Reporting
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N For More Info.....

e These slides are available at
http://www.novacoast.com/seminars/brainshare2005.php

e Novell Nsure Audit NDK
http://developer.novell.com/ndk/naudit.htm

« Novell Forge - Audit SDK thread

http://forge.novell.com/modules/xfmod/newsportal/thread.php?
group_id=1157&group=novell.devsup.naudit
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<xsl:template match="QUESTION">
<call-template name="ANSWER”’/>
</xsl:template>
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General Disclaimer

This document is not to be construed as a promise by any participating company to
develop, deliver, or market a product. Novell, Inc., makes no representations or
warranties with respect to the contents of this document, and specifically disclaims any
express or implied warranties of merchantability or fitness for any particular purpose.
Further, Novell, Inc., reserves the right to revise this document and to make changes to
its content, at any time, without obligation to notify any person or entity of such
revisions or changes. All Novell marks referenced in this presentation are trademarks or
registered trademarks of Novell, Inc. in the United States and other countries. All third-
party trademarks are the property of their respective owners.

No part of this work may be practiced, performed, copied, distributed, revised, modified,
translated, abridged, condensed, expanded, collected, or adapted without the prior
written consent of Novell, Inc. Any use or exploitation of this work without authorization
could subject the perpetrator to criminal and civil liability.
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